Ilpem’ep-miHicTp YKpaiHu

Byn. Mpywescskoro, 12/2, Kuis, 01008,
Ten. (044) 256 7624, Tenedakc (044) 254 0584

Jo nucta ["'onoBHOKOMaH1yBava
36poitnux Cun Ykpainu
Bij 07.10.2022 Ne 300/1/C/4187

MinicTpaMm, iIHINHM KepiBHHKAM LHEHTPAJIbHHX
OpraHiB BHKOHABYOI BJIAIH (32 CIIHCKOM)
Hauanabuukam o0aacuux, KuiBcbKoi MicbKkoi
BilicbKOBHX afiMiHicTpauiii (3a CIIUCKOM)

[Ipomly HEBiAKIAAHO ONpALIOBATH, BXUTH BIANOBIAHMX 3axOdiB Ta MpoO
pesyabtaru noindopmysatu ['enepansuuii mrab 36pokinux Cun YKpaiHu,

HEMYIHOBY O. M.
SIPEMI O. W.
3AJTYKHOMY B. @.
[ITATITAJII C. O.
MAJIIOKY B. B.

MAP’€EBHUYY K. M., ITIOJIAHCbKOMY I1. b., PEJJOPUVYKY B. 4.,
BOUTOBMYY O. M., KYLIEBOJIY A. A.

Pomanenxy I. b., kepieHukam cmpykmypHux niopo3oinie
Cexpemapiamy Kabinemy Minicmpie — 8i0nogiono 00 komnemenyii

HNenunc IIMHUT'AJID

BENAPT SABEINEYEHHA OGHY
Ne 275431111-22 sin 13.10.2022 10:07.06
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MEJIBEJIEB B. 1O.
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MIHICTEPCTBO OBOPOHM YKPATHU
I'OJIOBHOKOMAHJTYBAY 35POMHUX CUJI YKPATHH

Mosirpoaorceruii npocnexr. 6, M. Kuis, 03168, Ten.: (044) 234-71-52  daxc: (044) 226-20-15

E-mail: kabmin_doci@mil.gov.ua Koz sriano 3 CAPITIOY 249663552
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IIpeM’ep-MminicTpy Ykpainu
Jenucy HIMUTAJTIO

IllanoBHu# nane [Ipem’ep-MminicTpe!

BignosinHo nmo 3akoHy VYkpainu “IIpo ocHOBHI 3acaau 3abe3rnedeHHs
kibepbesnexu Ykpainu” 'enepansauit mrabd 36poiinux Cun YkpaiHu BIpoBaKye B
yMOBax HaJ3BHYaifHOrO i BOEHHOTO CTaHy 3axOIM i3 3abe3redeHHs Kibep3axucry
KpPUTUYHOI 1HOpMAIiiHOT iHQPACTPYKTYpH, BaJIMBHX OO0’€KTiB, $Ki MaroTh
3arajbHOZEP)KaBHE 3HAYEHHS, B TOMY YHMCIHI LUISXOM 3JIHCHEHHs iH(opMaliiiHo-
AHAJIITUYHOI ISVIBHOCTI.

B Xoni BUKOHAHHS BHIE3a3HAYEHOIO 3aBlJaHHA [ eHepalbHUM IITAbOM
36poiiHux Cun YkpaiHu MporHo3yeThCst BUCOKA MMOBIPHICTh MpoBeleHHs KibepaTak
HanepenoaHi JIHsS 3aXMCHUKIB i 3aXUCHUIIb YKpaiHM, CIIPSIMOBAHHUX Ha NepKaBHi
iHpopMaLiiHi pecypcH, iHGopMaLiiHO-KOMYHIKALIHHI CUCTEMH OpraHiB AEpPKaBHOI
BIaQy Ta MICLEBOr0 CaMOBpsIyBaHHS, [CP)KaBHUX Ta MPUBATHUX YCTAHOB,
opraHizainii Ta OIAOPUEMCTB, a TaKOX  ITOCTAYalIbHUKIB  €JIEKTPOHHUX
KOMYHIKaLiMHUX MEPEeXK Ta MOCHYT.

BpaxoBytoun Bumoru cratet 3 i 17 3akony Ykpainu “Ilpo npaBoBuii pexxum
BOEHHOI'O CTaHy” Ta 3 MeTowo 3a0e3rnedeHHs CcTajJoro ¢yHKIIOHyBaHHS 3a3HaYEHUX
BULIE JIepXKaBHUX IHPOpMaLifHUX pecypciB, iH(pOpMalLiHHO-KOMYHIKAI[iHHUX
cucTeM, mpoimry Bac HamaTH IOpYYeHHS KepiBHMKAM [EHTPAIbHHUX Ta MiCHEBHX
OpraHiB BUKOHABYOI BJaiy, a TaKOX MiAMPUEMCTB, YCTAHOB Ta OpraHizauii, poborty
akux crpsiMoBye Kabiner MiHicTpiB Ykpainu ta/abo BiANOBIAHI OpraHd BUKOHABYOL
BJIaJH, L10J10:

BXKHUTTS HEBIJIKJIAIHUX 3aXOMIiB 3 MOCUJIEHHS Kibep3axucTty HanepenoaHi JlHs
3aXMCHMKIB 1 3aXUCHUIIb Y KpaiHU (101ar0ThCS);

oprasizanii  misogoboBoro  yepryBaHHs ~ oci0,  BIANOBIJAJIBHUX  3a
3abe3neyeHHs 3axucTy iHdopmauii Ta kibepboesneku (kibep3axucry);

3a00pOHM BHCBITJIEHHS B 3acobax MacoBoi iHQopMaunii [JaHUX IIpo
KiOepiHIMaeHTH (KibepaTaku);

opraHizamii HOBeNeHHS  [aHUX Mpo KibepiHUMAEHTH (KiOepaTaku) 10
Ypsi10Boi KOMaH ¥ pearyBaHHs Ha KOMIT'I0TepHi Ha3Bu4aini noaii Yxpainu CERT-
UA, CuryariitHoro neHTpy 3abe3nedenns kibepOesnexu Ciyx0u 6e3nexn YKpainu,
Jlenapramenty kiGepromiuii HarnionansrHoi mominii Ykpainu a6o HauionamsHOro
KOOpJHHALIIMHOrO LEeHTpy 3abesnedyeHHs kibepOesneku npu Pani HauionansHOT
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Oesnekn i obopoHM VYKpaiHu uis nojansuioro ogiuiiHOro iHGOpMyBaHHS IpoO
KibepiHuuaeHTH (KibepaTaku).

Jlonatok: 3axoau 3 MOCHIEHHs Kibep3axucTy Aep)kaBHUX iH(pOpMaliiHUX pecypcis,
iHpOpMalifHO-KOMYHIKalliHHUX cUcTeM HamepenoaHi JIHS 3aXHUCHUKIB i
3aXUCHULb YKpaiHu, Ha . apK..
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3AXO/IU
3 HOCHUJICHHS Kibep3axucTy JepkaBHHUX iH(pOpMaLiiHIX pecypceiB,
iHpopMaliHHO-KOMYHIKALIIHHUX CUCTEM HarepeaoaHi
JIHs 3aXMCHHUKIB 1 3aXUCHUIb Y KpaiHU

Jlns nonepekeHHs Ta 3MEHILEHHS HACNiAKIB BiJl MOXKJIMBUX KiOepBIUIMBIB,
CIpSMOBaHMX Ha JepkaBHI 1HpopmauiiiHi pecypcu, iHdopmauiitHi Ta
KOMYHIKalliifHI ~ CHCTeMM  OpraHiB  Jep)XaBHOI  BJlalM Ta  MICLIEBOIO
CaMOBpsIyBaHHS, JepXKaBHUX Ta IPUBATHUX YCTAaHOB, OpraHizauii Ta
MiANPUEMCTB,a TAKOX MOCTAYaIbHUKIB €JeKTPOHHUX KOMYHIKalliHHUX Mepex Ta
MOCIYT PEKOMEHIYEMO BXKUTH HACTYITHI 3aX0U:

1. IlpoBecTu po3’siCHIOBaJIbHY pOOOTY 3 NpaliBHUKAMM ILOAO IIpaBHII
BUKOPUCTAHHS  CJIy’)KOOBUX  MOWITOBUX CKPUHBOK, JOTPUMAHHSA  IPaBUII
KibepririeHd, TOJITUKH BHUKOPUCTaHHS MapoiiB, 3a00pOHM BUKOPUCTAHHS
HeJIiLeH31HOro mporpaMHoro 3abesnedeHHs, a TaKoXk MPOrpaMHOro 3abe3neueHHs
KpalHu-arpecopa.

2. 3abe3ne4ydTH MOCTIMHWA KOHTPOJIb 3a AaKTyaJlbHICTIO oOmepamiiHux
CHCTEM, [0 BUKOPUCTOBYIOThHCS SK Ha CepBEPHOMY OOJIaJHAHHI TaK i y KiHLEBHUX
KOPHUCTYBauiB, a caMe OHOBIJIEHHS, HasiBHICTh Bpasznusocted (CVE) ta nomansiue
YCYHEHHs HeJIOJiKiB, B TOMY YHMCJII 1010 BeO-pecypciB.

3. TlpoBecTH ckaHyBaHHS JIOKQJIbHUX MEPEX, KIHLEBUX MEpEKEBUX TOUOK
Ta CEpBICIB IO B Hii 3HAXOAATHCS HA NpeAMeT BIAKPUTUX HEIOKYMEHTOBaHMX
MOPTIBTa MOXJIUBUX BpaanBocreﬁ

4, 3niicautu nepesipky [TEOM aJ.IMlHICTpaTOplB Mepexi Ta KPUTHYHO
BaXIMBUX BY3JiB CHCTEeMH Ha HAasBHICTh MiJO3PULIMX TMpOLECIiB 1 Nporpam
(HanmpuKJIaa: CHCTEMHHX CJIyXk0, IO 3amyCKaloThCs HE 31 CTaHAapTHOIO
pO3TalllyBaHHS; IPOrpaM, 0 He MaloTh HU(GPOBOro NiANMKCy BUPOOHMKA, TOLIO).

5. 3abesneunTd MpOBENEHHS aHamizy Tpadiky Ha MNpeaMeT MiJ03piIuxX
aKTUBHOCTEH 3a JIOTIOMOrOI0 CIIEI[iajli30BaHOr0 MPOrpaMHOro 3a0e3MNeueHHs THILY
snort, Suricata 4y iHIIIOro aHAJIOTIYHOTO MPOrPaMHOTI0 3a0e3NeYeHHs.

6. 3abe3rmeynTH KOHTPONIb 3@ OOJNIKOBUMM 3alHCaMH aJMiHICTPaTOpiB
MEpEeXeBOro Ta CEPBEPHOro OONaJHAHHSI, a CaMe 3a MOXJIMBOCTI BUKOPUCTOBYBATH
3aMicTh NapoJtiB Kio4i (cepTudikarti) abo cxiaHi napoJi, NepioANYHO IX 3MIHIOIOUH.

7. 3 Merow 3axucTy myOmiyHux cepsiciB Big DDoSarak nposecTd, 3a
MOXITHBOCTI, 3MiHy IP anpec, Ta 3a6e3neunty Bukopucranus cepsiciB Cloudflare abo
aHAJIOTYHHUX.

8. TlpoBecT mepeBipKy poOOTH JIOTYBaHHS Ta CTBOPEHHs PE3E€PBHHMX KOIiM
(3a mpaBWIOM 3-2-1) KPHUTHYHO BKIMBUX CHCTEM (CEpBICiB), 3MIMCHUTH pe3epBHE
KOTIiFOBaHHS Ta 3abe3MeunTy 30epiraHHs pe3epBHHUX KO Ha OKPEMHUX HOCIsX.

9. BUKOHYBaTH peKOMEH ALl [I[00 BiJalIeHOro AOCTYIY, Kl 3HAXOAATHCH
3a mocuIaHHsAM https://cert.gov.ua/recommendation/11388.
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10. O6mexutu  poctynm a0 iHOpMaUiHHO-KOMYHiIKaliHHUX CHCTEM,
CepBEpHOro Ta KOMII IOTepHOro obnagHaHHs, sIKi He Oya1yTh BUKOPHCTOBYBATHCS
Ta QYHKLIOHYBaHHS SKUX HE € KpUTUYHUM Ha MepioJl CBATA.

B pasi BHUsBIEHHS Mif03pijiol aKTUBHOCTI JJISl IIBHJIKOIO pearyBaHHs Ha
MOJKIHBI KiGepiHtmaenTH, kibepataku npocumo HETAWHO indopmysaru:

CERT-UA Ha enekTpoHHY azpecy: cert@cert.gov.ua;3a renedonom: (044)-
281-88-05/(044)-281-88-25 abo 3a JIOTIOMOT OO dhopmu Ha
caiiti https://cert.gov.ua/contact-us 4yepe3 odiuifiHy CTOpiHKY KOMaHJM Ha
Facebook: https://www.facebook.com/UACERT;

JlenaprameHT kibepnomniuii HamionansHo! nmosiuii YKpaiHu Ha eJeKTPOHHY
azpecy: incident@cyberpolice.gov.ua;

Curyaniitauii ueHTp 3abe3nedeHHs kKibepOesneku Cnyx6u Oe3nexu YkpaiHu
Ha eJIEKTPOHHY ajapecy: incident@dis.gov.ua; 3a tenedponom: (093)-348-23-34.

TumuacoBo BUKOHYIOYUH 000B’s13KH
HavaJbHHUKA ["onoBHOTO yTpaBJiHHS
paiioeIeKTPOHHOI Ta Kib THOU
["enepanbHoro mrady 36porHux C KpAil

[TOJIKOBHUK 3 f; IBan ITABJIEHKO
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PO3PAXYHOK

HaJICHJIAHHS TI0CTaHOBH / posmopsamkenHs/ Ka6izmery MinicTpin Yxpaiuu
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Haacniannast 000B’A3K0BE

Odicy IIpesngenta Ykpainn

Bepxogsniii Paxi Yxpaian

Koncraryniinomy Cyay Ykpainu

Odicy I'enepaibHOro npokypopa

PHBO

MinicreperBy ocTunii Ykpainn

Bepxosromy Cyay (Beauka Ilanara
BC, Kacaniiiaumii agmin. cyx y ckiani
BC, Kacaniitamii rocu. cya y ckiaui
BC, Kacaniiiauii KpuMiHAJIBLHHAMR CYX ¥
cxaagi BC, Kacaniiiamii nusiisHA#
cya y ekaazai BC)

U'l‘%l—ll—l)—ll—ll\)

Paxynkosii nanari Ykpaian 1
Penakmnii razera «Ypsagosmii kyp’ep» | 1
IOpaauuHOMY AenapTaMedTy 2

Ian. 49

- Hapcmnangs 3a norpe6oro

IIpem’ep-MiHicTpy YKpainu

Ilepmomy Bire-ipeM’ ep-MiHICTPY.
Yxpainu

Biue-npem’ep-miHicTpam YKpainu:

Minictpy Kabinery MinictpiB Yxpaisu

¥

3actynaukam Mirictpa Kabigery
MigicTpiB YKpainu:

HepxxaproMy cexperapio Kabinety
MigicTpiB YKpainu

v A

%
3acTtynHukam Jlep:kaBHOTO CEKpeTaps M FMI’ A %Mwmay/ b
Kabirery Minictpis Vkpainu: (@Wl/ 4 S MW L4 M’
JICA Yxpainu o
CBY d)
HABY /1)

Cmanom na 05.10.2022




MinicrepcrBam JlepXBOIAreHTCTBY (D
MBC (D | JlepxereproedekTMBHOCTI @
Minenepro /D | HepxiiicareHTcTBy @
MiHEeKOHOMIKH A | Hepxpesepsy L’O
MiHarponoIiTHKH /) | HepxxpubareHTcTBY 5)
M3C (D| NA3B )
MinnoBkiLIs Hepxxino /1)
MiHcTpaTernpomy @ OKA Q
MiHiHGpacTpyKTypH 7P | Vkpirdpanpoekry @
MKIITT ) | depxmucrenrs >@
Miamonozscropry AD | JepKKyIbTCaauHu r@
Mino6oponu /D | AIC Y
MOH A | JAPT 0
MO3 0| IIAM D)
Minperiony /D | Hepxexoincnexii @
MiHCOUIOMITHKA @ JlepxaBHii CIy»01 AKOCTI OCBITH @
MiHBeTepais /) | HC3Y (1)
MiHpeinTerpanii /) | Hauconemyx06i @
Miubigy D | MIECC
Miuamubpu 7D | epxeHeproHarisny Tl)

IlenTpansHAEM Opranam HepxaToMperynoBaHHs 1

BAKOHABY0I BJIAIH AnmisicTpani JlepApHKOpIOHCTy KOH /)
Hepxapiaciyx0i "4 | AnMiHicTpauii cyaHOIIaBCTBA @
Heprxay maTcirysx6i b | Tencidinomy donay Ykpainu (D
BoprosoMy areHTcTBY P | HAIC f) ,
VkpraepkapxiBy ()| Harjonanssii nomimii /]
KaznageiicTBy ﬁ/ YKpaiHCHKOMY THCTUTYTY HAITOHTHHOI TTaM STl r@
AMC /1)| BEB D
APC /1| UenTpansEEM opranamM BHKOHABYON
HepxreoHanpaMm @ BJIAJIM 31 COENIAIBLHEM CTaTyCOM
HepxKeKCIOPTKOHTPOIIIO Cl) AHTHMOHOIOIBHOMY KOMITETY (y
Hepxcrary @ HepxkomTenepanio /D
Tepxmikemyxoi (1) | Pormy nepxaBHOrO MaiiHa %)
YxprpancOesneri ) | Anmimictparii JlepKenenss’ i3ky @
HepxnpoacnoxuBcay>k0i Zl) HA3K @
JlepKreokanacrpy XD APMA i/
Hepxmpari @ Harionanshii KoMicii 31 cTagaapTis @
IICHC @ OEePXKaBHOI MOBM
HepxdiHMOHITOPHHTY /) | KPATIT ()
AIIC @ HepxaBHii cmyx0i y cupaBax mitei 1
JepxMuTCITy )01 (2 | A3KI 1
YxpasTonopy fy

Cmanom ra 05.10.2022
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(3a moTpe6oi0 — 3a3HAYMTH MepUIOYepProBe oIy IiKyBaHHs)

KepiBHMK CTPYKTYPHOTO ( ) ( )
nifpo3ainy (migmuc) | (im’a Ta mpisBue)

BrikoHaBelb ( W ) W(M%‘? )
(migmuc) (im'ss Ta npissuine)

[Tepenano Ha BUIYCK - Jara Hac | Iligmue | PosumdpyparHs

JleriapramMeHToM, YIpaBJIiHHAM iH1. =
JlenaprameHTy 3a6e3nedeHHst JOKyMEHTOOOIY -

CeKTOpOM BHIIYCKYy aKTiB CekTopoM BifnpaBJieHHS cJyKk60B0i1
Ka6inetry MinicTpiB YkpaiHu 3paHo: KOPeCHOHIeHIi] TpUHHATO:
(nara, gac) (naTa, uac)
(mara, 1ac) (nara, wac)
(maTa, gac)  (pmara, yac)
(nata, uac) (nara, uac)

Po3paxyHOK IlepeBipeHO CeKTOPOM BHIIyCKY aKTiB
Kab6inety MinicTpis Ykpainu

(minnuc HpaHiBHHKa)

Cmanom na 05.10.2022




JHOJATOK

O PO3PaxyHKy HaJCHJIAHHA MOCTAHOBH / POSTOPsKeHHs/
Ka6inety MiHicTpiB Ykpainu

Bil 2022 p. No
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(>  KYTELIBKIA B. M. )
A7) CTAIIHHK P. 1. 1
3 KOHOTIALIBKIN 1. K. 1
_/1/9) KOIVK H. M. 1
\29 BOYKY I. C. 1
/2) MAMYJIL A. M. 1
“‘@ JLIAMPAIO B. B. 1
7}5 KAJJEHCBKOMY B. B. 1
(@ KYLIEHKY P. II. 1
/39 TIPUTYHOBY I1. 4. 1
@ KPUKYHY . O.

(32  IUIVIYKY B. A.
/3 KOBAJIIO O. A.
@ BPOBUEHKO JI. C.
() KOCEHKY C.B.

@1

CBUPHJIIOKY O. L

%]

POMAHEHKY I. B.

&)

CIrPISHCBKIA B. O.

[URPRN NP A (O A [ S R R —

\@ ®OPCIOK H. B: 1
@ey BAPAHLIOBI T. B. 1

B. i
@ JIEBUEHKO K. B. 1
( 5ﬁsg 30CIM H. IL 1
‘6 1
(6D 1
[ 6y FILIYK B. B. 1
%9  MOBYAHY O.B.

CTEBJIMHEHKY B. C.

i

CEBEPHHY IO. B.

7

KOBJIOHIY B. B.

&

BEPXKHXOBCBKOMY O. M.

.

KOLLYPAKY C. I1.

[ e T R I e B i i B

@ BE3I A. M.
(8 IUATIOBAJ I. B.
J8 BJIACHKY B. O.
%L TOMEHYYKY P. B. ;i
Buikouasellb () ﬁm M%
(nifrc) (im'st Ta npiseume)

Cmarnom na 25.07.2022



JOIJATOK

710 PO3pPaXyHKY HaICHJIAHHS TIOCTaHOBH / po3nopsiiKeHHs /
Ka6inety MinicTpis Ykpaiuu
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Pani MlHlCTplB ArtonomHoi Pecny6aiku Kpum 1

0624/ micok / Oepacadminicmpayian:
BigHunbekin

BoJsuHCBKIH

JIHinponeTpoBChKiK

HonenpKin

KUTOMUPCHKIU

3akapnartchbKii

3anopisbkif

[pano-®pankiscbKif

KuiBcbkill MicbKiepxaaMiHicTpaLLii

1%
&
w
DO
o,
o)
<9
D
KuiBchKil CD
KipoBorpaachkii (1)
JIyraucobKii /1)
JIbBIBCBKIH @
MuKkoIaiBChKIH )
OpeceKii )
[ToaTaBChKiH @
PiBHeHCBKIH ()
CyMceKit (D
TepHominbebkin @
XapkiBchbKil <)
XepCcoHChKIH * /D
XMeJbHULLKIH Cl)
YepxacbKil @
UepHiBelbKil /D
UepHiriBcbKin (j)
&
J

CeBacTomnoJbChKIH MicbKIepKaaAMiHicTpauii

Ycboro: é

Bukonaselup (W % W Mézp D

(m;m c) (iM’s Ta mpiseuute)

Cmarnom na 05.10.2022



